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TERMS AND CONDITIONS FOR API (APPLICATION PROGRAMMING INTERFACE)  

PT BANK CENTRAL ASIA TBK  

 

A. DEFINITIONS  

1. Application Programming Interface (API) means a set of protocols and instructions that 

facilitates inter-application connection. 

2. API BCA means the API, the provision of which is facilitated by BCA, consisting of API Inbound 

BCA and API Outbound BCA. 

3. API Inbound BCA means a type of API BCA that is used by the Facility Recipient to send a 

Transaction instruction to BCA. 

4. API Outbound BCA means a type of API BCA that is used by BCA to send a Transaction 

instruction to the Facility Recipient including but not limited to the transmission of a 

Notification from BCA to the Facility Recipient. 

5. API Key means a unique identifier that the Facility Recipient is required to send to BCA along 

with the Transaction data. 

6. API Secret means a code required to create a Signature of API BCA. 

7. Transaction Fee means a fee charged by BCA to the Facility Recipient for the Transaction. 

8. Client ID means a unique code that functions as the Facility Recipient’s identifier or identity 

for Authorization purposes. 

9. Client Secret means a code that functions as a Password for the Client ID for Authorization 

purposes. 

10. Transaction file means a File that contains data for Transaction purposes or Transaction 

Status in large quantities (bulk). 

11. Pretty Good Privacy (PGP) means a protocol that functions to encrypt a Transaction File sent 

by the sender to the recipient so that the Transaction File cannot be read by other 

unauthorized parties. 

12. Auth Code means securing the approval for the provision and use of Consumer data at BCA 

from the Consumer to the Facility Recipient for the API BCA Facility which is used by the 

Facility Recipient and Consumer. 

13. Calendar Day means any day from Monday to Sunday following the international calendar. 

14. Business Day means any day on which BCA and other banking institutions in Indonesia are 

generally open to conduct business and clearing activities in accordance with Bank Indonesia 

regulations. 

15. Terms and Conditions means these Terms and Conditions for the API (Application 

Programming Interface) Facility of PT Bank Central Asia Tbk. 

16. Consumer means an account owner, bank account owner, or any party that utilizes the 

service/facility provided by the Facility Recipient and whose transactions are conducted 

through the API BCA facility. 
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17. Notification means a message sent by BCA to the Facility Recipient through API BCA 

containing data/information related to the Facility Recipient, the Consumer, with the consent 

of the Consumer, or any other party under a power of attorney from or with the consent of 

such other party, including but not limited to any data on the accounts, banking transactions, 

or banking facilities provided by BCA to the Facility Recipient, the Consumer, or such other 

party. 

18. Authorization means a process by which BCA’s system identifies and verifies the Facility 

Recipient’s Client ID and Client Secret before the Facility Recipient can access API BCA. 

19. Facility Recipient means a party that utilizes the API BCA facility in the interests of the 

Consumer and/or in the Facility Recipient’s own interests. 

20. Verified Account User means a party appointed by the Facility Recipient to carry out certain 

activities related to the API BCA onboarding process for the Facility Recipient and use other 

services on the API BCA Developer Website, in accordance with the provisions applicable at 

BCA. 

21. Party means either BCA or the Facility Recipient, and Parties means both BCA and the Facility 

Recipient. 

22. Supporting Party means any developer of a system, application, and/or device that provides 

supporting services to assist BCA and/or the Facility Recipient for the provision, and use of 

API BCA, and/or the processing of a Transaction through API BCA. 

23. Public Key means a unique code used by each Party (as appropriate) for the Signature 

verification process when accessing certain features of API BCA. 

24. Security Keys means:  

a. For API Inbound BCA, Transaction security key means in a form of Client ID, Client Secret, 

API Key, and API Secret as provided by BCA to the Facility Recipient and the Public Key as 

provided by the Facility Recipient to BCA for the purpose of conducting a Transaction as 

well as PGP for sending Transaction Files; 

b. For API Outbound BCA, Transaction security key means in a form of Client ID, Client 

Secret, API Key, and API Secret as provided by the Facility Recipient to BCA and the Public 

Key as provided by BCA to the Facility Recipient for the purpose of conducting a 

Transaction. 

25. Signature means a unique code generated by the Facility Recipient's system and sent to BCA 

as a means of verifying the integrity of the Transaction data received by BCA from the Facility 

Recipient. 

26. National Open API Payment Standard or SNAP means a national Open API Payment standard 

as stipulated by Bank Indonesia. 

27. Transaction Status means a response sent by BCA with respect to any Transaction instruction 

processed by BCA from the Facility Recipient's system. 

28. Transaction means any transaction, whether financial or non-financial, conducted by the 

Facility Recipient using API BCA.  

29. Verified Account means an account registered with BCA by the Facility Recipient to access 

special features on the API BCA Developer Website in accordance with the provisions 

applicable at BCA 



   

 

EBS 0098A-C-2025 3/20 BANK NRA                                                                                    

30. API BCA Developer Website means a website provided by BCA at developer.bca.co.id to 

provide information and services related to API BCA, including the Facility Recipient’s 

application for cooperation, API BCA onboarding process for the Facility Recipient, as well as 

other services to support the provision of API BCA facility. 

B.  SCOPE AND REGISTRATION OF API BCA FACILITY 

1. BCA provides features of the API BCA facility that can be selected and utilized by the Facility 

Recipient subject to the Facility Recipient’s fulfillment of the requirements set by BCA. The 

requirements set by BCA may vary depending on the feature selected by the Facility 

Recipient. 

2. To be able to use the API BCA facility, the Facility Recipient must: 

a. submit an application by filling out the Application Form for API BCA Facility; 

b. provide other supporting documents in accordance with the applicable terms at BCA; 

c. carry out development, testing, and ensure the fulfillment of security requirements, 

authorization mechanism, Consumer approval requirement, and risk management as 

determined by the competent regulatory body/standard institution and/or BCA in 

accordance with the API BCA feature selected by the Facility Recipient. 

3. If the Facility Recipient cooperates with a Supporting Party, the Facility Recipient must ensure 

that the Supporting Party uses the technical standards and security set by the competent 

regulatory body/standard institution and/or BCA and maintains the confidentiality of the 

Data. 

4. The API BCA facility can be used in: 

a. the interests of the Facility Recipient; and/or 

b. the Consumer’s interests.  

C. PERIOD, SUSPENSION, AND TERMINATION OF API BCA FACILITY  

1. These Terms shall be effective from the date of the signing of these Terms until terminated 

based on the provisions specified in section C of these Terms and Conditions. 

2. The API BCA Facility can be used by the Facility Recipient over the period agreed upon by the 

Parties. 

3. BCA reserves the right to suspend the API BCA Facility and/or reject a Transaction, among 

other things, if: 

a. there is an allegation of a suspicious Transaction conducted by the Facility Recipient 

and/or the Consumer; 

b. there is an allegation of fraud committed by the Facility Recipient when using the API 

BCA facility; 

c. there is an allegation of misuse of the API BCA facility by the Facility Recipient; 

d. there is an allegation that the API BCA facility is used to facilitate a Transaction in 

violation of the prevailing law; 

e. there is an indication of a data breach on the part of the Facility Recipient; 
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f. an order is issued by the competent supervisory authority to temporarily suspend the 

cooperation on the provision of the API BCA facility; 

g. the API BCA facility is not used by the Facility Recipient for 6 (six) consecutive months; 

h. The Facility Recipient violates either part or all of these Terms and Conditions and/or the 

prevailing law; 

BCA will notify the Facility Recipient of the suspension of the API BCA facility as well as 

the reasons therefor. 

4. The Facility Recipient must provide all the data and information as may be required by BCA 

and take follow-up actions regarding the suspension of the API BCA facility by BCA, including 

searching for the source of the problem, conducting an investigation, taking corrective and 

remedial actions as per BCA's request. 

5. The Facility Recipient must provide evidence of the follow-up actions already taken by the 

Facility Recipient as per BCA's request. If, in BCA's opinion, the causes of the suspension have 

been successfully resolved and/or the Facility Recipient has taken the follow-up actions as 

per BCA's request, BCA may revoke the suspension of the API BCA facility. BCA will notify the 

Facility Recipient of the revocation of the suspension of the API BCA facility. 

6. The cooperation in the provision of the API BCA facility may be terminated upon written 

notice from either Party to the other within a period of 30 (thirty) Calendar Days prior to the 

termination date requested by the Party intending to terminate the cooperation in the 

provision of the API BCA facility. 

7. Upon certain considerations, either Party has the right to at any time terminate the 

cooperation in the provision of the API BCA Facility, among other things, if: 

a. the other Party breaches any part or all of the provisions of these Terms and Conditions 

and/or the prevailing laws and regulations; 

b. the other Party fails to fulfill its obligations under these Terms and Conditions, whether 

in part or in whole; 

c. the other Party conducts any business activities that are prohibited by Law; 

d. the other Party's business license is revoked or suspended by the Government or a 

competent authority, whether in part or in whole; 

e. BCA takes an action that causes losses to the Facility Recipient and/or misuses the API 

BCA facility; 

f. any process of winding-up, liquidation, dissolution, termination of business, or 

bankruptcy will be, is being, or has been initiated against the other Party according to 

the prevailing law and regulations; 

g. the other Party is declared bankrupt under a final court decision; 

h. the other Party is included in the National Blacklist; 

i. the other Party is known and/or reasonably suspected of using fake documents and/or 

providing incorrect data; 

j. the other Party provides questionable information; 

k. an order is issued by the competent supervisory authority. 
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8. Apart from the matters described in item C.7 above, BCA has the right to at any time 

terminate the cooperation in the provision of the API BCA facility to the Facility Recipient, 

among other things, if: 

a. The Facility Recipient commits an act that causes losses to BCA, misuses the API BCA 

facility, uses the API BCA facility not in accordance with its designation, or misuses the 

data obtained from the use of the BCA API facility; 

b. The Facility Recipient fails to take any follow-up actions regarding the suspension of the 

API BCA facility by BCA as referred to in item C.4 above; 

c. The Facility Recipient utilizes the API BCA facility to carry out any business activities that 

are prohibited under these Terms and Conditions or that contravene the norms of 

decency, religion, morals, public order, law, or the prevailing laws and regulations; 

d. The Facility Recipient changes the Facility Recipient’s name and/or line of business 

without providing a written notice to BCA; 

e. The Facility Recipient cooperates with and processes a Transaction conducted by a 

fraudster; 

f. The Facility Recipient has a source of transaction funds that is known and/or reasonably 

suspected to originate from the proceeds of a criminal act; 

g. The Facility Recipient fails to comply with the requirements for information and/or 

supporting documents in accordance with the prevailing law; 

h. The Facility Recipient does not use the API BCA facility for 6 (six) consecutive months; 

i. The Facility Recipient ceases to be a customer of BCA. 

9. Each Party retains the ability to exercise its rights and must fulfill its obligations that have 

arisen prior to the termination of the cooperation in the provision of the API BCA facility, 

including the obligation to pay all Transaction Fees and/or other fees (if any) that have arisen 

prior to the termination of the cooperation in the provision of the API BCA facility. 

10. All losses suffered by each Party as a result of its negligence or fault shall be the sole 

responsibility of the Party concerned. 

11. The Parties agree to waive the provisions of Article 1266 of the Indonesian Civil Code to the 

extent of the requirement for the Parties to obtain a court decision for the termination of 

these Terms and Conditions. 

D.  SECURITY KEY 

1. For purposes of the Transaction, each Party shall provide the other Party or any other persons 

designated by such other Party with the Security Key through the means determined by BCA. 

2. Each Party must ensure that the Security Key can only be accessed by the authorized persons 

of each Party. 

3. The Facility Recipient must maintain the confidentiality and security of the Security Key, 

among other things, by: 

a. not disclosing any data related to the Security Key to other unauthorized parties; 

b. not storing any data related to the Security Key in any media that potentially cause any 

data related to the Security Key to be known by other parties. 
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4. If the Facility Recipient changes the persons appointed by the Facility Recipient for the 

purposes of carrying out Transactions, the Facility Recipient may apply for a replacement of 

the Security Key to BCA. All consequences arising from the use of the Security Key by the 

persons appointed by the Facility Recipient, whether or not there is an application for the 

replacement of the Security Key, shall be the full responsibility of the Facility Recipient. 

5. The Facility Recipient is fully responsible for any misuse of API BCA, the Security Key, and/or 

any data related to the Consumer and the Transaction as well as any losses arising from such 

misuse. The Facility Recipient hereby undertakes to indemnify BCA for any losses incurred by 

BCA (if any) and hold BCA harmless against all claims, demands, and/or lawsuits instituted by 

any party in connection therewith. 

6. The Facility Recipient must immediately notify BCA in writing of any leakage of data related 

to the Security Key that have become known and/or are reasonably suspected of being 

known by any parties other than the Facility Recipient. 

7. BCA will provide the Facility Recipient with, among other things, a new Security Key: 

a. as a follow-up to the notice as referred to in item D.5 above; 

b. at the request of the Facility Recipient; 

c. at BCA’s request for the periodic change of the Security Key. 

Subsequent thereto, the Facility Recipient must immediately adjust the new Security Key to 

the Facility Recipient’s system.  

8. BCA has the right to remove access to the old Security Key after BCA sends the new Security 

Key to the Facility Recipient, and the access removal will be notified by BCA to the Facility 

Recipient in any form and through any means in accordance with the prevailing law and 

regulations. 

9. The New Facility Recipients can make Transactions on Consumer accounts/accounts after the 

Facility Recipient receives and exchanges the Auth Code with an access token during the 

validity period of the Auth Code. 

E.  MECHANISMS FOR AUTHORISATION, TRANSACTION, AND PROVISION OF DATA 

E.1 General Provisions 

1. BCA follows the authorization method by reference to the provisions of Bank Indonesia 

regarding payment systems. 

2. The Facility Recipient can conduct a Transaction from the Facility Recipient's bank 

account/account, the Consumer’s bank account/account upon the Consumer’s 

approval, and/or any other party's bank account/account at BCA, in respect of which 

the Facility Recipient has been authorized by the bank account/account owner and the 

necessary registration has been made with BCA in accordance with the applicable terms 

at BCA. 

3. The Facility Recipient may request the Consumer's approval as referred to in point E.1.2 

above each time a Transaction is carried out on the Consumer's account/account or 

once when the Facility Recipient first carries out the Transaction in question and the 

Consumer's approval is valid for a certain duration or until the approval is revoked by 
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the Consumer. 

4. In obtaining Consumer approval to carry out Transactions on the Consumer's 

account/accounts as referred to in point E.1.2 above, The Facility Recipient is required 

to pay attention to applicable legal provisions, including legal provisions governing the 

protection of personal data. 

5. The Facility Recipient is fully responsible for and hereby holds BCA harmless against all 

claims, demands, and/or lawsuits of any kind instituted by the Consumer or the bank 

account owner authorizing the Facility Recipient to administer the account and shall 

resolve all issues related to the Transaction between the Facility Recipient and the 

Consumer and/or the bank account owner without involving BCA. 

6. The Facility Recipient must ensure that the use and/or processing of the Consumer’s 

data complies with the scope of the Consumer’s approval. 

7. When sending a Transaction instruction, the Facility Recipient must observe the 

Transaction cut-off time applicable at BCA. 

8. BCA reserves the right to reject or not to process any Transaction instruction received 

by BCA’s system from the Facility Recipient, among other things, if: 

a. the Transaction Instruction provided by the Facility Recipient does not conform to 

the Transaction applicable terms at BCA (among others if the Transaction is made 

after the cut-off time applicable at BCA); 

b. the number of Transaction data sent by the Facility Recipient exceeds the 

maximum limit set by BCA. 

9. The Facility Recipient shall be fully responsible for any failure in the processing of a 

Transaction if such failure results from the Transaction instruction sent by the Facility 

Recipient not being in conformity with the applicable terms at BCA or sent beyond the 

prescribed cut-off time, or from any other causes not attributable to BCA's fault. 

10. The Facility Recipient may not cancel a Transaction instruction that have been made by 

the Facility Recipient, except for Transaction described in item E.1.9 of these Terms and 

Conditions. 

11. Especially for Transaction with a future processing date, the Facility Recipient may 

cancel a Transaction instruction with a future processing date after the date the 

Transaction instruction is made by sending a Transaction cancellation instruction no 

later than 1 (one) Calendar Day prior to the processing Transaction date of the relevant 

Transaction. 

12. The Facility Recipient must ensure and be responsible for the correctness, accuracy, and 

completeness of the Transaction data before sending the Transaction data to BCA via 

API BCA. BCA shall not be liable for any consequences arising from incorrect, inaccurate, 

and/or incomplete Transaction data sent by the Facility Recipient. 

13. The Facility Recipient can utilize API BCA to send Transaction Files to BCA or receive 

Transaction Files from BCA. The sending and receiving of the Transaction File is 

preceded by an exchange of PGP between BCA and The Facility Recipient. 

14. Every Transaction received by BCA through API BCA is deemed as a valid and correct 
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instruction from the Facility Recipient and shall bind and become the sole responsibility 

of the Facility Recipient. BCA is under no obligation to review or investigate the accuracy 

of any Transaction instruction received by BCA. 

15. The Facility Recipient must not use API BCA to conduct any transaction or action that 

violates or contravenes the applicable norms of decency, religion, morals, public order, 

law, or rules and regulations. 

16. Without the prior written consent of BCA, the Facility Recipient must not use API BCA 

for the benefit of any other party or for the purpose of offering commercial services to 

other parties, including, among other things, as a funds transfer service provider. 

17. In the event that the Facility Recipient utilizes API BCA facility to offer products or 

services to Consumer, BCA is not responsible for the risks arising from the products or 

services offered by the Facility Recipient. 

18. The Facility Recipient hereby undertakes to indemnify BCA for any losses incurred by 

BCA, among others due to sanctions/fines imposed by any regulatory body on BCA, and 

to hold BCA harmless against all claims, demands, and/or lawsuits of any kind instituted 

by any party whomsoever arising from any misuse of API BCA by the Facility Recipient 

or any use of API BCA that violates or contravenes the applicable norms of decency, 

religion, morals, public order, law, or rules and regulations. 

19. The Facility Recipient must maintain the integrity of the Transaction data sent by the 

Facility Recipient to BCA. 

20. The Facility Recipient must not change the Transaction instruction received from the 

Consumer as well as the data and Transaction Status received from BCA. 

21. BCA will send a Transaction Status to the Facility Recipient for each Transaction 

instruction received and processed by BCA. 

22. The Facility Recipient is entitled to receive a Notification from BCA if the Facility 

Recipient selects the Notification feature. 

23. If for any reason the Facility Recipient does not receive a Transaction Status and/or 

Notification (if the Facility Recipient selects the Notification feature) sent by BCA or 

experiences any issues with the Transaction, the Facility Recipient should contact BCA 

to resolve the issues. 

24. The Facility Recipient must have the internet connection or network required for 

sending Transaction Instructions to BCA as well as receiving the Transaction Status and 

Notification (if the Facility Recipient selects the Notification feature) from BCA. 

25. The Facility Recipient must notify BCA in writing if the Facility Recipient wishes to change 

the Facility Recipient’s system and/or data. 

26. The Facility Recipient must take all necessary measures to ensure that every Transaction 

can only be conducted by the persons authorized by the Facility Recipient to conduct 

the Transaction. All consequences and losses arising from a Transaction conducted by 

any unauthorized persons shall become the sole responsibility of the Facility Recipient. 

27. The Facility Recipient acknowledges that all communications and Transaction 

instructions received by BCA constitute valid evidence despite the absence of any 
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document made in writing and/or signed by the Facility Recipient and BCA. 

28. The Facility Recipient must have a reliable and adequate system, infrastructure, and 

data center, whether physical and/or non-physical, to ensure the security of the 

Transaction instruction transmission. 

29. In the event of any discrepancies between the Transaction data held by the Facility 

Recipient and the Transaction data held by BCA, the data held by BCA shall prevail unless 

proven otherwise. 

30. BCA has the right to make any change, replacement, and system update related to API 

BCA, which will be notified by BCA to the Facility Recipient in any form and through any 

means in accordance with the prevailing law. 

31. The Facility Recipient must make the necessary adjustments to any change, 

replacement, and system update related to API BCA from time to time. 

E.2 Special Provisions  

1. The Facility Recipient can send an instruction to block funds or change the data on the 

funds blockage in relation to the Facility Recipient's bank account and/or another 

party's bank account at BCA, in respect of which the Facility Recipient has been 

authorized by the bank account owner and the necessary registration has been made 

with BCA in accordance with the applicable terms at BCA, in a certain amount according 

to the Facility Recipient's instruction to BCA, subject to the following provisions: 

a. The instruction to block funds or change the data on the funds blockage may be 

given at any time; 

b. The blocking period is determined by the Facility Recipient, subject to a maximum 

period of 366 (three hundred and sixty-six) Calendar Days of the date of receipt of 

the blocking instruction by BCA; 

c. BCA has the right to remove the funds blockage imposed on the bank account 

specified by the Facility Recipient on the expiry date determined by the Facility 

Recipient. 

2. The Facility Recipient may at any time send an instruction to remove the funds blockage 

to BCA. 

3. The Facility Recipient may make inquiries about the status of the funds, data change 

regarding the funds blockage, and removal of the funds blockage, as instructed by the 

Facility Recipient. 

4. BCA has the right to reject any instruction to block funds, change the data on the funds 

blockage, remove the funds blockage, and/or other transactions, among other things, 

if: 

a. there are insufficient funds in the bank account; or 

b. the bank account is blocked on the instruction of the bank account owner or any 

competent authorities, or the bank account has been closed. 

5. For the purpose of confirming fund transfer transactions, BCA provides a feature that 

can be used by the Facility Recipient to ensure the suitability of the name of the 
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destination account holder before the Facility Recipient makes a fund transfer. The 

Facility Recipient is prohibited from using the feature for any purpose other than fund 

transfer. 

F. RIGHTS AND OBLIGATIONS OF FACILITY RECIPIENT  

1. In addition to the rights set out in other parts of these Terms and Conditions, the Facility 

Recipient is entitled to: 

a. Use the API facility provided by BCA; 

b. Cancel a Transaction according to the approval and mechanism determined by BCA; 

c. Obtain correct, accurate, and up-to-date data from BCA; 

d. Cancel the use of the API BCA facility in the event that BCA fails to operate or activate 

the API BCA facility within the agreed-upon activation period; 

e. Terminate the cooperation in the provision of the API BCA facility in accordance with 

the provisions of C.6 and C.7 of these Terms and Conditions. 

2. In addition to the obligations set out in other parts of these Terms and Conditions, the 

Facility Recipient is obliged to: 

a. Pay the Transaction Fees and other fees (if any) for the provision of the API BCA facility 

to the Facility Recipient; 

b. Apply the SNAP to any systems, applications, and/or platforms administered by the 

Facility Recipient to the extent that they utilize the API BCA facility for pre-transaction, 

initiation, and authorization processes, except for certain features of API BCA that are 

not mandatorily subjected to the SNAP; 

c. Provide data and/or information related to payment systems to Bank Indonesia in 

accordance with the procedure and mechanism established by Bank Indonesia 

through BCA (if so required by Bank Indonesia); 

d. Conduct functionality testing and fulfill the requirements set by BCA in the due 

diligence process and the onboarding process; 

e. Obtain the Consumer’s prior approval before the Transaction is processed and 

forwarded to BCA; 

f. Provide the Consumer’s approval to BCA (if requested); 

g. Store any data related to the Consumer and the Transaction in accordance with the 

prevailing law and regulations and the prudential principles; 

h. Delete the Consumer’s data at the request of the Consumer with due observance of 

the prevailing law and regulations; 

i. Use the Consumer's data provided by BCA only for the benefit of the Consumer; 

j. Implement the technical and security standards, data standards, and technical 

specifications specified in the SNAP and/or according to the applicable terms at BCA; 

k. Notify BCA in writing of any data leakage; 

l. Notify BCA of any change of the Consumer’s approval; 

m. Maintain the confidentiality of data in accordance with the prevailing law and the 

provisions contained in section O of these Terms and Conditions; 
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n. Handle any complaints lodged by the Consumer; 

o. Monitor the Transaction pattern and/or any unusual Transactions made through the 

API BCA facility. In the event of any indication of an unusual Transaction, the Facility 

Recipient: 

i. shall temporarily terminate the use of the API BCA facility; 

ii. shall immediately submit a report to the work unit in charge of the payment 

system supervision function at Bank Indonesia in the form of an incidental report 

as referred to in the Bank Indonesia regulation regarding payment service 

providers. If the Facility Recipient is not a payment service provider, the report 

shall be submitted through BCA; 

iii. shall immediately provide a written notice (electronic and non-electronic) upon 

being aware of any unusual Transaction no later than 3x24 hours with due 

observance of the relevant laws and regulations to: (a) the affected Consumer; 

(b) the parties that cooperate in the Open API Payment service; and/or (c) other 

competent authorities; 

p. In the event the Facility Recipient cooperates with a Supporting Party, the Facility 

Recipient must ensure that the Supporting Party implements the standards set out in 

the SNAP and/or BCA and maintains the confidentiality of the data provided during 

the cooperation.  

G. TERMS OF USE OF VERIFIED ACCOUNT ON API BCA DEVELOPER WEBSITE 

G.1  Use of Electronic Mail (E-mail) and Password of the Verified Account 

1. The e-mail address and account password shall be used as a means of identifying the Verified 

Account to access the API BCA Developer Website. This e-mail address shall also be used by 

BCA to provide information such as activation e-mails, notification e-mails, or any other 

information related to activities on the API BCA Developer Website. 

2. The Facility Recipient shall inform and require the Verified Account User to always secure the 

Verified Account, among other things, by: 

a. not disclosing the password data to any unauthorized parties; 

b. not writing the e-mail address and password on tables, terminals or storing them in 

written form or on a computer application or other storage facilities that may allow 

others to know them; 

c. not using a password that is easy to guess, such as a date of birth or any combination 

thereof, and a telephone number. 

3. The Facility Recipient shall immediately notify BCA in writing if the password of the  Verified 

Account is known and/or is reasonably suspected of having been known by another party. 

Any activities of the Verified Account on the API BCA Developer Website before BCA’s 

authorized official receives the written notice shall be the sole responsibility of the Facility 

Recipient. 

4. BCA shall not be liable for any failure in the transmission of information to the e-mail 

address that does not result from BCA's fault or negligence. 

5. BCA shall not be obliged to resend any information that was not successfully transmitted to 

the e-mail address registered with BCA. 
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G.2   Registration, Modification, and Closure of Verified Account 

1. For each cooperation in the provision of the API BCA facility, the Facility Recipient can 

register and give a party appointed by the Facility Recipient to access the Verified Account 

on the API BCA Developer Website to administer the API BCA facility at the full responsibility 

of the Facility Recipient. 

2. The Facility Recipient shall be fully responsible for all activities using the Verified Account 

on the API BCA Developer Website. All consequences arising from the use of the Verified 

Account shall be the sole responsibility of the Facility Recipient. The Facility Recipient shall 

hold BCA harmless against all claims, demands, and/or lawsuits of any kind instituted by any 

party, including by the Facility Recipient, arising from any misuse of the Verified Account. 

3. The Facility Recipient must immediately notify BCA of any modification to the identity data 

of the Verified Account User. To modify the identity data of the Verified Account User, the 

Facility Recipient shall fill out the Application Form for API BCA Facility in accordance with 

the provisions applicable at BCA. 

4. Any modification to the identity data of the Verified Account User will be effective from the 

time the Application Form for API BCA Facility has been received from the Facility Recipient 

and has been processed by BCA. 

5. Based on certain considerations, BCA reserves the right to suspend the Verified Account if 

there is an indication that the Facility Recipient has violated any provisions regarding the 

use of the API BCA Developer Website or the applicable law. 

6. If the provision of the API BCA facility is terminated, all access given to the Facility Recipient’s 

Verified Account will be revoked/terminated. 

G.3  Use of Verified Account 

1. The Facility Recipient can use the Customer Testing feature on the API BCA Developer 

Website to carry out independent functionality testing of the API BCA facility features 

requested by the Facility Recipient to BCA. 

2. In conducting such independent functionality testing of the API BCA features selected by 

the Facility Recipient using the Customer Testing feature on the API BCA Developer Website, 

the Facility Recipient can: 

a. obtain the data required to carry out the functionality testing, including, among other 

things: test scenarios and credentials from BCA for the functionality testing; 

b. input the Facility Recipient's public key credentials for the functionality testing 

purposes; 

c. verify the functionality tests that have been automatically carried out by BCA’s system 

(at least according to the type of API selected by the Facility Recipient); and 

d. download the report on the functionality testing results. 

3. Upon BCA's request, the Facility Recipient shall submit to BCA the report on the functionality 

testing results that has been downloaded via the Customer Testing feature on the API BCA 

Developer Website. 

4. The Facility Recipient shall provide written reasons/explanations to BCA in the event the 

Facility Recipient fails to test each test scenario of the API BCA feature as requested by the 

Facility Recipient to BCA. The Facility Recipient shall be fully responsible for all the 

consequences arising from its failure to test each test scenario (including the failure to use 
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an API BCA feature in accordance with the Facility Recipient's expectations and any losses 

arising therefrom) and shall hold BCA harmless against all claims, demands, and/or lawsuits 

of any kind instituted by any party, including by the Facility Recipient, in connection 

therewith. 

H. RIGHTS AND OBLIGATIONS OF BCA 

1. In addition to the rights set out in other parts of these Terms and Conditions, BCA is entitled 

to: 

a. Receive the Transaction Fees and other fees (if any) for the provision of the API BCA 

facility to the Facility Recipient; 

b. Cancel the provision of the API BCA facility in the event that the Facility Recipient fails 

to operate or activate the API BCA facility within the activation period determined by 

BCA; 

c. Terminate the cooperation in the provision of the API BCA facility in accordance with 

the provisions of C.6,C.7, and C.8. of these Terms and Conditions; 

d. Make any change, replacement, and update related to the API BCA system; 

e. Postpone or refuse to process a Transaction if the Transaction or data requested by the 

Facility Recipient show, among other things, an indication of fraud, or a blocking order 

is issued by a competent authority, or the competent authority conducts an 

investigation related to the Transaction; 

f. Impose limits on a Transaction, such as: (i) the minimum and/or maximum amount of 

the Transaction that can be made through the API BCA facility; (ii) Transaction 

processing time; 

g. Request proof of the Consumer’s approval to the Facility Recipient; 

h. Temporarily block the API BCA facility; 

i. Limit the Facility Recipient’s access to the API BCA facility; 

j. Obtain a report from the Facility Recipient immediately after the occurrence of a 

security incident, such as system failure, data protection failure due to data leakage, 

fraud, and unusual Transactions. 

2. In addition to the obligations set out in other parts of these Terms and Conditions, BCA is 

obliged to: 

a. Apply the SNAP to the API BCA facility administered by BCA for pre-transaction, 

initiation, and authorization processes, except for certain features of the API BCA facility 

that are not mandatorily subjected to the SNAP; 

b. Forward any data and/or information related to the payment system provided by the 

Facility Recipient (if any) to Bank Indonesia in accordance with the procedures and 

mechanisms stipulated by Bank Indonesia; 

c. Provide up-to-date data to the Facility Recipient; 

d. Notify the Facility Recipient of any system change related to API BCA; 

e. Determine the minimum requirements that must be met by the Facility Recipient before 

using the API BCA facility; 
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f. Maintain the confidentiality of data in accordance with the prevailing law and the 

provisions contained in section O of these Terms and Conditions; 

g. Have a Business Continuity Plan (BCP) and a Business Recovery Plan (BRP); 

h. Handle any complaints lodged by the Consumer and/or the Facility Recipient; 

i. Monitor the Transaction pattern and/or any unusual Transactions made through the 

API BCA facility. In the event of any indication of an unusual Transaction, BCA: 

i. shall temporarily terminate the use of the API BCA facility; 

ii. shall immediately submit a report to the work unit in charge of the payment system 

supervision function at Bank Indonesia in the form of an incidental report as 

referred to in the Bank Indonesia regulation regarding payment service providers; 

iii. shall immediately provide a written notice (electronic and non-electronic) upon 

being aware of any unusual Transaction no later than 3x24 hours with due 

observance of the relevant laws and regulations to: (a) the affected Consumer; (b) 

the parties that cooperate in the Open API Payment service; and/or (c) other 

competent authorities; 

j. Require the Supporting Parties working with BCA to: 

i. apply the standards set out in the SNAP and/or BCA; 

ii. submit any data and/or information related to the payment system as requested 

by Bank Indonesia in accordance with the procedures and mechanisms stipulated 

by Bank Indonesia; and 

iii. maintain the confidentiality of the data provided during the cooperation. 

I. AUDIT 

1. BCA and/or the banking supervisory authority or any parties appointed by BCA or the banking 

supervisory authority have the right at any time to audit or inspect the Facility Recipient 

and/or the Supporting Parties used by Facility Recipient (if any) and other matters relating to 

the implementation of these Terms and Conditions upon prior notice. 

2. The Facility Recipient must provide and ensure the availability of access to and/or the data in 

the possession of the Facility Recipient and the Supporting Parties used by the Facility 

Recipient (if any) including but not limited to the data center, audit trail, log file system, and 

Transaction data, as required by BCA, the banking supervisory authority, the parties appointed 

by BCA and/or the banking supervisory authority for the purposes of the audit. 

J. DATA STORAGE AND DATA LEAKAGE HANDLING 

1. The Facility Recipient must store the data related to the Consumer and the Transaction in 

accordance with the technical standards and security stipulated in the regulations laid down 

by Bank Indonesia and/or the competent supervisory authority. 

2. The Facility Recipient must immediately notify BCA in writing of any leakage of data related to 

the Consumer and the Transaction, which are known and/or reasonably suspected of having 

been known by any party other than the Facility Recipient. 

3. In the event of any leakage of data related to the Consumer and the Transaction, the Facility 
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Recipient is obliged to do the following: 

a. conduct identification and investigation to determine the severity of the data leakage 

according to the prescribed criteria; 

b. submit a report on any data leakage; 

c. handle any losses arising from data breaches according to the relevant laws and 

regulations. 

4. The Facility Recipient must pay compensation for any leakage of data related to the Consumer 

and the Transaction at the Facility Recipient. 

5. BCA and the Facility Recipient are prohibited from abusing data related to the Consumer, the 

Transaction, and the API BCA facility. 

6. In the event of any misuse of data related to the Consumer and the Transaction as a 

consequence of the Facility Recipient’s fault and/or negligence, the Facility Recipient shall be 

fully responsible therefor and hereby holds BCA harmless against all claims, demands, and/or 

lawsuits of any kind in connection therewith and shall resolve any problems arising from the 

misuse of data related to the Consumer and the Transaction between the Facility Recipient 

and the Consumer without involving BCA. 

7. The Facility Recipient must delete the Consumer’s data at the Consumer's request or in 

accordance with the prevailing law and regulations. 

8. Each Party hereby represent and warrant that each Party: 

b. will process all data and information including Consumer personal data obtained by each 

Party in connection with the implementation of these Terms and Conditions in 

accordance with applicable legal provisions governing the protection of personal data; 

c. will exclusively process Consumer personal data for the purposes of executing 

cooperation under this Term and Conditions; and 

d. shall be fully responsible for all consequences and losses arising from the non-fulfillment 

of obligations or breach of commitments by each Party as stipulated in this clause J.8. 

K.  TRANSACTION SETTLEMENT 

The mechanism for Transaction settlement shall follow the applicable terms at BCA and/or shall 

be agreed upon between BCA and the Facility Recipient in a separate cooperation document. 

L. TRANSACTION FEES 

1. BCA has the right to charge Transaction Fee to the Facility Recipient, including a minimum 

Transaction Fee, which must be paid by the Facility Recipient in the amount as determined by 

BCA and notified to the Facility Recipient. 

2. The Transaction Fee shall be charged for each use of API BCA, regardless of whether the 

Transaction Status is successful or failed. 

3. The Transaction Fee for the use of API BCA as referred to in item L.1 shall be paid by the Facility 

Recipient by authorizing BCA to debit the Facility Recipient's bank account in the subsequent 

month. 
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4. BCA has the right to charge other fees and/or change the amount of the Transaction Fee, as 

notified by BCA to the Facility Recipient in any form and through any means in accordance 

with the prevailing laws and regulations. 

M. TAXES 

Any taxes arising from the provision of the API BCA facility shall become the responsibility of each 

Party, in accordance with the prevailing  tax regulations in Indonesia. 

N. AUTHORITY 

1. The Facility Recipient hereby authorizes BCA to debit the Facility Recipient's bank account at 

BCA for payment of the Transaction Fee as referred to in item L.3 of these Terms and 

Conditions as well as other obligations of the Facility Recipient to BCA in connection with the 

use of the API BCA facility. 

2. The authority granted by the Facility Recipient as described in this Terms and Conditions shall 

not terminate for any reason whatsoever, including by the causes set out in Articles 1813, 

1814, and 1816 of the Indonesian Civil Code as long as the Facility Recipient still has 

outstanding obligations to BCA under these Terms and Conditions. 

O. CONFIDENTIAL INFORMATION 

1. Either Party must maintain the confidentiality of any Confidential Information obtained from 

the other Party and must not disclose the Confidential Information to other parties except 

with the written consent of the other Party and/or the Consumer (as the case may be). 

2. Confidential Information under these Terms and Conditions means any data and information 

in any form for use during the cooperation in the provision of the API BCA facility, whether or 

not marked as “confidential”, including but not limited to information in written, oral, visual, 

and electronic forms that (i) have been or will be disclosed to other parties, including their 

directors, employees, agents or advisors, or (ii) have been obtained by such persons during 

the cooperation in the provision of the API BCA facility, or (iii) constitute data related to the 

Consumer and the Transaction. 

3. The provisions referred to in these section shall not apply to any Confidential Information that: 

a. constitutes or lawfully becomes publicly available information, not through a violation 

by the Party receiving the Confidential Information; 

b. has been known by the Party receiving the Confidential Information prior to receiving 

the Confidential Information under these Terms and Conditions from the Party disclosing 

the Confidential Information, which can be proven by written evidence that it was not 

obtained from the Party disclosing the Confidential Information or any other party bound 

by an obligation to maintain the confidentiality of the information obtained from the 

Party disclosing the Confidential Information; 

c. was obtained by the Party receiving the Confidential Information from another party that 

was not known or could not reasonably be known to the Party receiving the Confidential 

Information as having received the Confidential Information from the Party disclosing 

the Confidential Information with an obligation to maintain the confidentiality of the 

Confidential Information; 
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d. can be proven in writing as having been developed by the Party receiving the Confidential 

Information without using the Confidential Information disclosed by the Party disclosing 

the Confidential Information; or 

e. the Party receiving the Confidential Information is required to disclose under the 

prevailing law or in compliance with any government order, decision, regulation or in 

court proceedings. In that connection, the Party receiving the Confidential Information 

must immediately notify the Party disclosing the Confidential Information of such 

request or demand. 

P.  CONSUMER’S COMPLAINTS HANDLING 

1. Each Party must provide media or means for complaints handling that can be accessed by the 

Consumer. 

2. Each Party must have a procedure for handling the Consumer’s complaints, which sets out, 

among other things, the provisions for accepting the Consumer’s complaints, the service level 

for handling and resolving the Consumer’s complaints, and the mechanism for monitoring the 

Consumer’s complaints according to the relevant laws and regulations. 

3. The Facility Recipient must handle the Consumer’s complaints in accordance with the 

prevailing law. 

4. BCA will respond to the Consumer’s complaints in accordance with the policies and applicable 

terms at BCA and the prevailing law. Further information regarding the handling of complaints 

by BCA can be viewed at https://www.bca.co.id/id/Syarat-dan-Ketentuan/Penanganan-

Pengaduan-BCA.  

Q.  LIMITATION OF LIABILITY 

1. In the event that: 

a. there is a leakage of the Consumer’s data; 

b. there is a Transaction error; 

c. the registration is not conducted by the actual Consumer; 

d. the Transaction is not conducted by the actual Consumer; 

e. there is a transaction processing failure; and 

f. there arises any other loss in any form; 

as a consequence of the negligence/fault of either Party, the Party concerned shall be 

responsible for any losses arising in connection with such negligence/fault. 

2. Each Party shall be responsible for any losses arising from the relevant Party’s non-compliance 

with or violation of these Terms and Conditions or the prevailing law. 

 

 

 

 

https://www.bca.co.id/id/Syarat-dan-Ketentuan/Penanganan-Pengaduan-BCA
https://www.bca.co.id/id/Syarat-dan-Ketentuan/Penanganan-Pengaduan-BCA
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R. STATEMENTS OF THE PARTIES 

1. BCA and  the Facility Recipient (if a non-individual entity) is an entity established under the 

law of the jurisdiction where BCA and the Facility Recipient is respectively established and has 

obtained a business license according to their respective lines of business. 

2. BCA and the Facility Recipient (if a non-individual entity) is authorized and has taken all the 

necessary actions, in accordance with their respective articles of association, to sign and 

perform their respective obligations under the provisions of these Terms and Conditions. 

3. Neither Party is currently involved in an ongoing action or dispute of any kind in court or with 

any other government agency, which may adversely affect its ability to fulfill the obligations 

under these Terms and Conditions. 

4. The signing and implementation of these Terms and Conditions: 

a. do not require the approval of any other party for the signing, entry into or 

implementation of these Terms and Conditions, and the signing, entry into or 

implementation of these Terms and Conditions; 

b. do not and will not contravene any provision of the prevailing laws of the Republic of 

Indonesia; and/or 

c. do not and will not breach, or cause a breach of, or constitute default under any other 

terms agreed between either Party and other parties. 

5. There are no pending demands, actions, lawsuits, legal proceedings, or investigations against 

BCA and the Facility Recipient, which may adversely affect the provision of the API BCA facility. 

S. PUBLICATION AND PROMOTION 

1. BCA and the Facility Recipient, whether individually or jointly, have the right to carry out 

publication activities (advertising, promotion, information dissemination, and education) 

regarding the API BCA facility used by the Facility Recipient. 

2. BCA has the right to use the design, logo, name, slogan, and trademark of the Facility Recipient 

for the purposes of publishing the API BCA facility. 

3. The Facility Recipient is prohibited from using BCA’s design, logo, name, slogan, and trademark 

in any promotional and advertising activities related to the API BCA facility without the prior 

written consent from BCA. 
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T. FORCE MAJEURE 

The Facility Recipient hereby holds BCA harmless against any claims, demands, and/or other legal 

actions in any form arising from a delay and/or failure by BCA to fulfill BCA’s obligations in relation 

to the provision of the API BCA facility if such delay and/or failure is due to events or occurrences 

beyond the control or capability of BCA, including but not limited to natural disasters, fire, war, 

riots, sabotage, system breakdown, power failures, telecommunication breakdown, and 

government policies. 

U.  DISPUTE RESOLUTION  

1. The Facility Recipient agrees that any dispute or difference of opinion arising from and/or in 

connection with the implementation of these Terms and Conditions shall be resolved in an 

amicable manner. 

2. Any dispute or difference of opinion that cannot be amicably resolved between BCA and the 

Facility Recipient shall be resolved by means of banking mediation at Bank Indonesia or the 

Financial Services Authority or by means of mediation through an Alternative Dispute 

Resolution Institution included in the List of Alternative Dispute Resolution Institutions 

stipulated by the Financial Services Authority. 

3. Any dispute or difference of opinion that cannot be resolved in an amicable manner by 

banking mediation and/or by means of mediation as described in item U.2 above shall be 

resolved through the District Court of Central Jakarta, without prejudice to BCA's right to file 

a suit or claim through any other District Court within the territory of the Republic of 

Indonesia. 

V.  LANGUAGE 

These Terms and Conditions can be made and signed in 3 (three) language versions, namely 

Indonesian, English, and Chinese. In the event of any discrepancy in interpretation between the 

Indonesian, English, and Chinese versions, the Indonesian version shall prevail. 

 

 

 

 

 

 

 

 

 

 



   

 

EBS 0098A-C-2025 20/20 BANK NRA                                                                                    

W. MISCELLANEOUS  

1. BCA has the right to amend and/or supplement these Terms and Conditions, as may be 

notified by BCA to the Facility Recipient in any form and through any means according to the 

prevailing laws and regulations. 

2. The Facility Recipient hereby undertakes to comply with all of these Terms and Conditions 

and other applicable terms at BCA in relation to the API BCA facility. 

3. BCA and the Facility Recipient shall comply with the prevailing law, including the SNAP and 

the provisions regarding anti-bribery, anti-corruption, anti-money laundering and prevention 

of terrorism and proliferation of weapons of mass destruction funding. 

4. The Facility Recipient must notify BCA of any events that may affect the Facility Recipient's 

financial capacity, such as a merger, acquisition, or consolidation. 

5. The Facility Recipient is prohibited from transferring any part or all of the Facility Recipient’s 

rights and obligations under these Terms and Conditions without the prior written consent 

from BCA. 

 

The Facility Recipient hereby confirms that it has fully understood and agrees to these Terms and 

Conditions and that BCA has provided sufficient explanation and sought confirmation from the Facility 

Recipient of the explanation on the benefits, fees, and risks associated with the API BCA facility. 

……..…………., …………………………20….  

                  Facility Recipient, 

 

 

Facility Recipient’s Name and Signature 

 

THESE TERMS AND CONDITIONS FOR API (APPLICATION PROGRAMMING INTERFACE) OF PT BANK 

CENTRAL ASIA TBK HAVE BEEN ADJUSTED TO ENSURE COMPLIANCE WITH THE PREVAILING LAWS 

AND REGULATIONS, INCLUDING REGULATIONS OF THE FINANCIAL SERVICES AUTHORITY 


